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ABSTRACT
The paper proposes a new blockchain-based network architecture for 5G network functions virtualization. By using a combination

of AI and blockchain technologies, proposed system provides flexible network deployment, interoperability between different mobile
network operators and effective management of radio resources. Experimental testbed of the proposed system has been implemented
by using cloud and edge computing infrastructure and software defined radio peripheral NI USRP 2900. Simulation results of the
network slicing and radio resource management shows that proposed system is able to double the capacity of the physical network
infrastructure, while ensuring the target quality of service for all users.
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1. INTRODUCTION

With the advent of 5G trend, mobile networks became
even more heterogeneous in terms of transmission range,
data rates, capacity and energy efficiency. 5G essentially
became a buzzword for any radio access technology, which
has emerged after 3GPP Release 10, such as small cells,
device-to-device communications, massive MIMO (multi-
ple input multiple output) antenna arrays, new modulation
waveforms, LTE-unlicensed, narrowband-IoT, mmWaves
and many others [1]. This essentially introduced a large
number of additional degrees of freedom for the end users
in terms of connectivity options. These additional degrees
of freedom substantially increase the complexity of net-
work optimization, management and maintenance for the
operators. To tackle with this problem, 5G has adopted the
concept of software defined networking, network functions
virtualization and intelligent network management to pro-
vide more agile and flexible infrastructure [2].

Further evolution beyond 5G is definitely not going to
simplify network deployment, so it is wise enough to expect
new technologies, which are not yet feasible for 5G, to be
included in one of future 6G marketed 3GPP releases [3].
The preliminary requirements for 6G are targeting terabit
data rates per user, less than one millisecond latency, sev-
eral orders of magnitude higher overall capacity, improved
energy efficiency and strong security [4]. 6G will likely
support applications far beyond anything seen so far, rang-
ing from ultra-low energy IoT to immersive user experi-
ence with mixed reality and tactile internet [5]. The density
of the connected devices will exponentially grow following
by even higher densification of the network infrastructure.
Whereas 5G is mainly the system of thousands femtocells,
6G will probably be the system of millions attocells, with
range up to ten meters and capacity of several terabits per
second. Thus, the role of artificial intelligence (AI) in 6G
will be even more crucial in order to provide efficient net-
work operation in complex hyper-dense deployment scenar-
ios [6].

This article introduces a new vision on the future mo-
bile network ecosystem beyond 5G. We propose a novel
blockchain-based architecture for decentralized deploy-
ment and intelligent management of the virtualized network
functions. Blockchain is the distributed ledger technology
that provides a scalable decentralized platform to automate
interaction between different entities in trustful and secure
manner [7]. The features of blockchain make it useful for
mobile network operation to simplify user authentication,
handover, network slicing, end-to-end quality control and
many other network functions.

This paper is organized as follows. Section 2 describes
the proposed design for converged network infrastructure.
Section 3 provides simulation results of the network perfor-
mance. Section 4 concludes the paper.

2. INTELLIGENT BLOCKCHAIN-BASED VIRTU-
ALIZED 5G NETWORK ARCHITECTURE

2.1. Key Features of the Blockchain technology

Blockchain is the distributed ledger that can perma-
nently record and verify transactions between multiple par-
ties [8]. The simple example of the transaction is the event
when end user sends the payment to the MNO for the ser-
vice with specified SLA (Service Level Agreement). All
transactions are stored in the blocks, which are linked to-
gether as a chain. The blockchain is decentralized, so that
all nodes keep the copy of the whole chain or at least sev-
eral latest blocks. Each block contains the data about mul-
tiple transactions, and additional header which contains a
hash of the previous block, so that any block is a depen-
dent on the all previous blocks in the chain. A hash is
a unique cryptographic identity that ensures integrity and
correctness of the information in the block. New blocks are
added to blockchain by the computationally complex pro-
cedure of hash calculation called mining. When new block
is added to the blockchain, all other nodes must verify it by
reaching the consensus. Therefore, any attempt to modify
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past transactions (e.g. SLA) will change the hash of the all
subsequent blocks, so that other nodes will detect and de-
cline the wrong blocks. Thus, to modify information in the
blockchain, malicious node would need to calculate hashes
of all subsequent blocks, which is not possible because new
blocks with correct hashes will be continually added and
malicious node will never catch the main chain. This fea-
tures allows to use blockchain a core technology for de-
centralized mobile networks to orchestrate virtual network
functions among multiple operators and service slices with
trustfully and secure data management.

2.2. Blockchain and AI-Empowered Virtualized 5G
Network Architecture

Unlike previous generations of the 3GPP standards fam-
ily, an architecture of 5G networks is mostly service based.
This means that most of architecture elements are defined
as separate network functions, which are available via com-
mon framework to any entity with corresponding access
rights. By using a shared network repository functions
(NRF), any network function can use the services offered
by other network functions. Such architecture model sup-
ports modularity, reusability and self-containment of net-
work functions that allows to take advantage of the latest
virtualization and software technologies. To further ex-
tend the functionality of the architecture, defined in 3GPP
TS 23.501 [9], in this paper we propose an new mul-
tilayer network architecture, which is aimed to facilitate
intelligent automated network management by introduc-
ing a blockchain middleware (Fig.1). The main reason of
blockchain in the current context is in the utilization of the
distributed ledger technology as a decentralized database to
support data exchange between virtualized network func-
tions [10].

Fig. 1 Blockchain and AI-empowered virtualized 5G network
arhitecture

In the proposed architecture, all planes are logically
separated according to their functional responsibilities but
interact with each other over the blockchain middleware.
More detailed description of each plane is provided below.

The RAN (Radio Access Network) plane consists of
macro and small cells, Wi-Fi access points, and other con-
nectivity infrastructure. Although, this plane, encompasses
all the functionality of signal processing, users scheduling
and wireless transmission, the high level configurations of
the transceivers are determined by higher planes.

Considering the major changes, which 5G brings com-
paring to the LTE the functionality of core network should
revisited. Since all end-to-end services in 5G are created
from virtualized service functions, there are key differences
in functionality that results in the new paradigm Network
Slicing as a Service according to the following rules:

1. Service orchestration and slice management need to
be application aware.

2. Service orchestration and slice management need to
be quality aware

3. Control plane is aware of the slices but not of their
specific services.

Furthermore, network slicing enables new market op-
portunities for separate special requirements of different
verticals. In addition, service functions and network com-
ponents can be created by different vendors and operators
among multiple network domains and locations. Function-
ality of blockchain in the proposed 5G architecture allows
network functions to securely store their contexts by using
Data Storage Functions (DSF).

Unlike previous system architectures, which had more
persistent UE associations in the home PLMN (Public Land
Mobile Network), 5G enables more convenient change of
the UEs serving by using new AMF (Access and Mobility
Management Functions) functionality. In difference to LTE
MME (Mobility Management Entity), AMF instances are
fully virtualized that allows UE to switch between different
AMFs of any operator in a matter of seconds. To support
such dynamic migration, the important contextual informa-
tion of the UE is stored in a common data repository and
managed by distributed ledgers in a blockchain to provide
security and verification in a decentralized manner. Each
UE in this case used its unique identifier in a blockchain,
which is similar to the unique bitcoin wallet address and
can be accessed by all nodes in the network. Such architec-
ture allows to improve service resilience and load balancing
by allowing any AMF to serve any UE.

Control plane is mainly responsible for software-
defined network (SDN) management by using advanced
algorithms of load balancing, spectrum sharing, network
slicing, end-to-end (E2E) QoS (Quality of Service) con-
trol, etc. To enable effective network management SDN
controller leverages the massive amount of acquired net-
work information by monitoring all network nodes simul-
taneously, including both network side equipment and user
side equipment. To solve this important problem we incor-
porate blockchain as an immutable decentralized database
that can track all rapidly variable changes of network con-
ditions. Control plane acts as an intermediary between AI
plane and core plane by applying the inferences and deci-
sions made by machine learning models to the real network
configuration such as load balancing, RAN reconfiguration
and mobility management in order to satisfy E2E QoS re-
quirements of all network slices.
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Finally, AI plane consists of high-performance servers
and databases, which are used to collect and process the
data. The important function of knowledge plane to derive
the intelligence from acquired data according to the pre-
trained AI algorithms. For example, AI plane is able to
detect when network performance is becoming worse when
something changes in the channels allocation, severe inter-
ference appears or some cells are facing traffic overloads.

3. SIMULATIONS AND PERFORMANCE ANALY-
SIS

3.1. Implementation of the software defined mobile
network testbed based on the virtualized network
functions

Based on the virtualized network architecture we im-
plement the logical network split into several slices with
different E2E QoS requirements. All logical slices are iso-
lated from each other in terms of access to the physical re-
sources of the 5G infrastructure [11]. In order to perform
network slicing, we implement the real testbed of mobile
communication system based on the 5G-EmPOWER oper-
ating system, which allows to separate the RAN and con-
trol planes [12]. The interaction between RAN and control
plane is conducted based on the OpenEmpower protocol.
Control plane and core planes are completely virtualized
based on the edge computing infrastructure and connected
to a powerful cloud-based AI plane. Physical gNB is imple-
mented by using a software-defined radio NI USRP 2900,
which is connected to the 5G core. Thus, the deployed
virtualized network infrastructure includes the powerful AI
infrastructure, the 5G-EmPOWER SDN controller, the 5G
virtualized core, and the virtual gNB agent for the base sta-
tion (Fig. 2). The developed testbed is flexible and supports
multiple services, including network slicing with isolation
of network functions. 5G-Empower agents interact with the
controller to ensure load balancing and physical resource
blocks allocation between network slices.

Existing 5G-EmPOWER interface does not allow to
change the RAN parameters remotely, so that each gNB
configuration should be stored as a corresponding file in
the edge server. Therefore, in this paper we implement the

principle of digital twins by creating the corresponding con-
figuration files for each gNB in the cloud. The configuration
files then synchronized between cloud and core edge server
in the same way how traditional cloud storage works. Such
solution allows to simplify configuration of the radio access
network based on data from the AI plane. Note that all vir-
tual network functions are deployed in isolated Docker con-
tainers, which contains the following network functions:

- AMF (Access and Mobility Management Function) to
control user admission and mobility.

- SMF (Session Management Function) to control user
sessions.

- UPF (User Plane Function) to manage data transmis-
sion in uplink and downlink direction for end users.

- PCF (Policy Control Function) to manage the higher
level QoS policies.

3.2. Practical implementation of 5G network slicing

By using the 5G-EmPOWER operating system we de-
ploy multiple virtualized slices on top of a single physical
infrastructure. Such an approach ensures efficient use of
network resources while maintaining the target E2E QoS
requirements. Network slices are created based on de-
scriptors that the virtual mobile network operator passes
to the physical mobile infrastructure operator according to
the corresponding SLA. All SLAs between operators and
users are validated in blockchain and verified by all opera-
tors by using delegated proof-of-stake consensus protocol.
Thus, each UE is assigned to one or more network slices
with the corresponding SLA(s). The 5G-EmPOWER op-
erating system supports a flexible radio resource manage-
ment mechanism between individual network slices by us-
ing SRM (Slice Resource Manager) function, which man-
ages the life cycle of network slices for each eNB. After
receiving a new request for slice creation, SRM checks the
resource availability within the current infrastructure. If the
number of PRB (Physical Resource Block) is sufficient for
new slice, it will be created and the corresponding access
rights will be granted to UEs. Otherwise, SRM will either
decline the creation of the slice or create it with reduced
radio resources, depending on the initial conditions of the
request.

Fig. 2 Experimental testbed of the virtualized 5G network based on software defined radio

ISSN 1335-8243 (print) c© 2020 FEI TUKE ISSN 1338-3957 (online), www.aei.tuke.sk



Acta Electrotechnica et Informatica, Vol. 20, No. 4, 2020 57

3.3. Simulation results and discussion

Technically, blockchain keeps all records about spec-
trum allocation and overall network performance, which
can be used to train AI-engine. First, the history on traf-
fic demand variation is acquired from the blockchain for
each target gNB. These data are represented in the time-
series and used to train the AI prediction model, which is
based on the LSTM (Long Short-Term Memory) recurrent
neural network. When reaching loss criteria within LSTM
optimization framework, operator is able to predict traffic
demand for a target timeframe. The detailed analysis of the
LSTM performance is provided in our preliminary research,
where we have used traffic prediction for spectrum alloca-
tion in HetNet and achieved 90% accuracy on the traffic
prediction (Fig.3) [13].

In order to simulate the adaptive resource management
among network slices, we develop the framework, where
dataset on the multiple traffic loads is feeded to the deep
learning model [14].

Simulation results show that when traffic load for one
slice is lower, the capacity is redistributed among other net-
work slices, so that the physical resources of the mobile net-
work are efficiently distributed among the users. In Fig.4,
the red line resembles static resource allocation equally be-
tween all network slices. In this case, when traffic demand
increases for the network slice 1, part of the users cannot
be served by this slice that decreases overall network per-
formance. In difference to the static resource allocation,
proposed deep learning approach based on the LSTM re-
current neural networks can predict the traffic demand for
each slice with high accuracy and send the corresponding
request to the SRM through blockchain infrastructure to
change the bandwidth of each slice proportionally to the
predicted demand. The simulation result for the AI-based
network slicing is reflected by blue line in the Fig.4. As ob-
served, during the peak network load, proposed AI-based
network slicing allows to increase total network capacity
almost twice, comparing to the static solution.

Fig. 3 Simulation results of the LSTM-based traffic prediction

Fig. 4 Simulation results of the AI-based 5G network slicing based on the virtualized network architecture
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4. CONCLUSIONS

In this paper, we have proposed a novel blockchain-
based architecture for 5G network function virtualization.
Proposed architecture allows to improve the flexibility of
network deployment by using direct interaction between
any virtualized network instances of any mobile network
operator with any end user in a secure manner by using
distributed ledger infrastructure in a blockchain. Based on
the proposed architecture, a practical testbed is developed
based on the software-defined radio and 5G-Empower net-
work operating system. Simulation results have been con-
ducted to show how the proposed 5G architecture can lever-
age the potential of blockchain and AI interaction to im-
prove the performance of network slicing by predicting the
traffic demand of each network slice. According to the sim-
ulation results, proposed solution provides almost 2 times
higher overall throughput of the physical network infras-
tructure during peak traffic load.
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